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More Security, More Convenience

1 WELCOME

This is an integrated wireless IP Camera solution. It combines a high quality digital Video Camera with network
connectivity and a powerful web server to bring clear to your Desktop from anywhere on your local network or
over the Internet.

The basic function of it is transmitting remote video on IP network. The high quality video image can be
transmitted with 30fps speed on the LAN/WAN by using MJPEG hardware compression technology.

It is based on TCP/IP standard, build-in WEB server which could support Internet Explore. Therefore the
management and maintenance of your device become more simply by using network to achieve the remote
configuration, start-up and upgrade firmware.

You can use this IP Camera to monitor some special places such as your home and your office. Also
controlling and managing images are simple by clicking the website through the network.

1.1 Features

vePowerful high-speed video protocol processor

v¢High-sensitivity 1/4” CMOS sensor

Y Picture total 300k pixels

¢ Optimized MJPEG video compression for transmission

v¢Multi-level users’ management and passwords definition

vrEmbedded Web Server for users to visit by IE

e Support wireless network (WI-F1/802.11/b/g)

e Supporting Dynamic IP (DDNS) and UPNP LAN and Internet (ADSL, Cable Modem)
Y Giving alarm in cause of motion detection

Y Supporting image snapshot

Y Support multiple protocols: HTTP/TCP/IP/UDP/SMTP/DDNS/SNTP/DHCP/FTP
Y Support WEP/WPA/WPA2 encryption

Y Support 3G phone, Smart phone control and surveillance

Y Support Firefox, Safari, Google chrome browser.

1.2 Packing List

Untie the pack and check the items contained against the following list:

o|P Camera X1
o\Wi-Fi Antenna X1 (only available for wireless model)
eUser Manual X1
eDC Power Supply X1
oCD X1

eNetwork Cable X1
eMounting bracket X1
NOTE: Please contact us immediately in case of any damaged or short of contents.
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1.3 Product Views

1.3.1 Front View

Model 1 Model 2
Figure 1.1

Sensitive Hole: For light sensitive
Infrared LED: For night Vision.

LENS: CMOS sensor with fixed focus lens.
Antenna: WI-FI Antenna

Shell: For protection and waterproof

oM~

1.3.2 Rear Panel

Network Indicator LED

RJ45 Port Reset DC 5V Power Jack

Figure 1.2

Model 3

Network Indicator LED: The green LED will on when connect to the network, the yellow LED will blink when

data transferred
RJ45 Port: RJ-45/10-100 base T, connect the network cable here.
Power Jack: DC 5V/2A power supply

RESET BUTTON: Press and hold the RESET BUTTON for 15 Seconds, then the IPCAM will be reset back to

the factory default Parameter. (Please keep the power on when do RESET)
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1.3.3 Bottom View

MAC [ DANGE. H4653

pNschitpe BETS o com
User admin

password blank

O wired O Wireless

(€ FC Mot

Figure 1.3
There are some stickers at the bottom of IPCAM, such as MAC address sticker, QC sticker etc.
If your camera does not have these stickers, it may be a fake one, fake IPCAM could not use the original
firmware and obtain our good after sale service..

1.4 PC System Requirements

System configuration requirements :( Example for viewing four IPCAM)
CPU: 2.06GHZ or above

Memory: 256M or above

Network Card: 10M or above

Display Card: 64M or above memory

Recommendable Operating system: Windows 2000/ XP/ Vista/ 7

1.5 Hardware Instruction

Follow the steps below to set up your camera hardware. Make sure to follow each step carefully to ensure that
the camera operates properly
1. Install the Wi-Fi antenna
2. Plug the power adaptor into camera
3. Plug the network cable into camera and router/switch
4. It takes approx 30 seconds to boot up the camera, then you will find the IP address from
“IP Camera Tool” (Figure: 1.9)
5. When the power on and network cable connected, the green led of the real panel will keep on,
The yellow led will keep flash, and the Indicator led at the front of the camera will flash. (The indicator LED
can be controlled by software)
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Mateark cabla

war e Natwork cabla

RoutarBwitch

Figure1.4

1.6 Software Installation

ATTENTION: In order to make the installation correctly, we suggest that turn off your Firewall and Antivirus
before install the ActiveX, Don’t worry, it is safe.

Software installation is the key to the successful use of this product.

Install the follow software:

1. IP Camera Tool: Open the CD, dbclick “IPCamSetup.exe”, only click next, you will complete the software
installation.(figure1.6/ 1.7/ 1.8)

2. ActiveX: Double click “Appinstall.exe”™—“Next’—‘Install”—"Finish”.

Figure1.5

‘welcome to the IP Camera Setup program. This program will ingtall IP
Camera on your computer.

It iz strongly recommended that you exit all Windows programs before
running this Setup program.

Click. Cancel ta quit Setup and then cloze any pragrams pou have running.
Click. Hext to cantinug with the Setup prograr.

WaRMIMG: This program iz protected by copyright law and international
treaties.

Unauthonzed reproduction or distriibution of this program, or any portion of it,
may rezult in gevere civil and criminal penalties, and will be prozecuted to
the maximum extent possible under law.

| Mest > Caticel

Figure1.6
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Ready To Install X

Setup now has enough infarmation ta start installing 1P Camera.

Click Back ta make any changes before continuing. Click Cancel to exit
Setup.

< Back I Hewut » Cancel |

Figure1.7

Setup has finished copying files to vour computer,

Before you can use the program, you must restart Windows or pour
computer.

% “Yes, | want to restart ry computer now,

= Ma, | will restart my computer later.

Remove any dizks fram their drives, and then click Cloze to complete setup.

< Back | Cloze Cancel

Figure1.8

After this done, the icon “IP Camera Tool” HE#=MEEREER\j|| be displayed on desktop automatically.

CAUTION: Before installing and using the product, please read the following precautions carefully and make
sure they are fully understood.

Use only the power adaptor attached with the product. Use unauthorized power adapter may cause damage to
your IP Camera.

IP Camera terminal could be installed in an outdoor environment.

Do not touch the lens of the IP Camera at will. The optimum focus range has been set before it is delivered out
of the factory. If you turn the lens, it may cause incorrect focus and vague images.

For firmware upgrading or connection with an external, refer to detailed instructions contained in the CD.
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2. SOFTWARE OPERATION

2.1 IP Camera Tool

When the Device has been mounted properly, you can double click the Icon “IP Camera Tool”

b
ESNEEREYY and a dialog box as Figure 1.9 will pop up.
B - | [X]
i Fton /15, 1051, 50
Figure1.9

NOTE: The software searches IP Servers automatically over LAN.

There are 3 cases:

1. No IP Cameras found within LAN. After about 1 minute search, the Result Field will show “not found IP
Server” and the program shut automatically.

2. IP Cameras have been installed within LAN. All the IP Cameras will be listed and the total number is
displayed in the result field as shown in Figure 1.9

3. The IP Cameras installed within LAN do not share the same subnet with the monitoring PC. A prompt as
shown in result field (prompt: Subnet doesn’t match, double click to change!). Click the left mouse button to
choose the prompt and click the right mouse, choose Network Configuration to set the static IP address of
the Camera to the same subnet as LAN. (Figure 2.3)

NOTE: If it shows” Subnet doesn’t match, double click to change!”, you can also choose "Obtain IP from
DHCP Server” to get a dynamic IP. (Figure 2.2)

2.1.1 Six Options

Choose the IP Camera list and Click right mouse, there are six options: (Figure 2.0)
Basic Properties, Network Configuration, Upgrade Firmware,
Refresh Camera List, Flush Arp Buffer, About IP Camera Tool.
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fo IF Camera Tool = |IC

test Htt:f192.1. 1.128:128

Bazie Properties
Hetwork Configuration
Upgrade Firnware
Refresh Comera List
Flush Arp Buffer
Mbout TF Canera Tool

Figure2.0

2.1.1 .1 Basic Properties

There are some device information in the Basic Properties, such as Device ID, System Firmware Version,
Web Ul Version. (Figure 2.1)

The Device ID just is the camera’s MAC ID, which should be the same as showed on the sticker at the bottom
of camera. Every camera has its unique MAC ID. So if there are many IP address showed in the list, check the
MAC ID, you can ensure which camera is it.

Sometimes, if there is no IP address showed on the IP Camera tool, maybe it's blocked by firewall, then add
the MAC ID to the router, and give it a fixed IP or add the MAC ID as a trusted site. There are two MAC
Address, one is Device MAC ID, the other is WIFI MAC ID.

WIFI MAC ID, you can find it from the sticker at the bottom of the camera, if this sticker lost, you can login your
WIFI router, check the host status, which will show all the WIFI device connect to this router, you can also find
the IPCAM’s WIFI MAC ID there.

17 Conors To IEEIE

Anonymous Http://192. 168.1.52
Anonymous Http: //192.168.1.50
mans Basic Broperties
Dewice I IOBOEESFEALE
Swstem Firmware Version 5.22.2.20
feb UT ¥erzion ED-E-4-33
OE

Figure2.1
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2.1.1.2 Network Configuration

In this page, you can configure the Network parameter.

[P (am =
Anonymous
Anonymous
Anonymous
IPcam Demo 1P Address
Subnet Maslk I
Gataway ]
DS Serwer ' .
Hitp Port |80
Ueer adnin
Fassword }
[ o ] Concel |
Figure2.2

Obtain IP from DHCP server: If clicked, the device will obtain IP from DHCP server. In other words, the

camera will have a dynamic IP. (Make sure the Router which the camera connects has DHCP function and
DHCP is enabled). (Figure 2.2)

EEE

Anonymous

[~ Obtain IF from DHCP server

Demo IF Address 192 166 . 1 .128

Subnet Mask |255 255 255 . O
Gateway 1R25ABRHE el
IHS Serwer 192 166 .1 .1

Http Port 1128
User admin
Password
| Cancel |
Figure 2.3

IP address: Fill in the IP address assigned and make sure it is in the same subnet as the Gateway, and the
subnet should be the same as your computer or router. (l.e. the first three sections are the same)

Subnet Mask: The default subnet mask of the equipment is: 255.255.255.0. You can find the subnet mask
from your PC or router.

Gateway: Make sure it is in the same subnet with PC’s IP address .Here gateway is the LAN IP of your router.
DNS Server: IP address of IPS network provider. You can also set it's the same as the Gateway.

NOTE: You can find the Subnet Mask, Gateway, DNS Server from your router, or check the local connection
status of your computer, get all the parameters. Normally two DNS servers are optional.

Http Port: LAN port assigned for the equipment, default is 80. You could set another port number like 81, 801,
8001 etc.

User: Default administrator username is: admin (please make sure all are lowercase letter)
Password: Default password is bank, no password.

NOTE: When prompt “subnet doesn’t match, double chick to change!” appeared, please set the IP Address,
Subnet Mask, Gateway, DNS Server once again, or enable Obtain IP from DHCP server.

10
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2.1.1.3 Upgrade Firmware

Enter the correct User and Password to upgrade system Firmware and Web UI. If you upgrade the camera,
Please upgrade system firmware first and then upgrade Web Ul. Or it may damage the camera. (Figure
2.4)

[ [[X]

Your user name

T iz | and password.

| Default User:admin
Fassword No password

Upgrade System Firmware —Il-l_pgrade S‘]FStEITI
Firmware first

Upgrade Web UT Then Upgrade Web Ul

0K

Figure 2.4

Please download the firmware package under the correct type of your camera before upgrade.
Follow the upgrade document in the package carefully to upgrade. Please look readme firstly before you do
upgrade.

CAUTION: Please don’t upgrade the firmware freely. Sometimes, your camera may be damaged if wrong
operation during upgrade.
If your camera works well with the current firmware, we recommend you’d better not upgrade it.

NOTE: When doing upgrade, please must keep the power on, and the best use wired mode, connect the
network cable.

2.1.1.4 Refresh Camera List

Refresh camera list manually.

2.1.1.5 Flush Arp Buffer

When cable network and wireless network of the device are fixed IP address .There is a problem you may
encounter is can search the camera IP but can’t open the camera web page .you may try to use Flush Arp
Buffer.

2.1.1.6 About IP Camera Tool

Check the IP Camera Tool Version and IP Camera ActiveX Control Version here.

2.2 Camera Login

You can access the camera through IP Camera Tool or IE, Firefox, Safari, Google Chrome or other
standard browser directly.

11
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1. Double click the IP address of the IP Camera listed (Figure 1.9). The default browser you use will run

automatically and come to the camera login interface. (Figure 2.6)
2. To access the camera by IE Browser directly, just type the camera’s IP address, for example, if the camera’s

IP address is 192.168.1.123:
. File Edt View Favortes Took Help

@ v JJ 5.; Lﬂ u

Back Refresh Home

: Address |@ hitp:[192.168.1.123
Figure 2.5

| Wimdenws Secunity
The server 192.168.1.104 at ipcamens 0635485755 reqguares a username

and passward,

‘Waming: This server is requesting that your usemame and passwond be
sént in an msecure manner (basic authentication without a secune

comnmechicn)

|
| lter name

[ Remember my credentisls

Figure 2.6

The default user name is admin, no password

Input the correct user name and password, the Sign In interface will pop-up.
There are three models to login (figure 2.7).

Support 9 languages
ActiveX Mode (For IE Browser)

Sign in ——Click here, Visit on IE Browser

Server Push Mode (For Safari,FireFox, Google Browser)

Sign in |_Click here.Visit on Safari
FireFox,Google Browser

—Visit on Mobile phone

Sign in mobile phone

attention:
case sensitive
propose using 1024 * 768 screen resolution

Figure 2.7

(1) Active Mode (For IE Browser): available in IE6.0 or above explorer
(2) “Server Push Mode”: available in Firefox, Safari, and Google Chrome browser.

(3) “Sign in mobile phone”: available in Mobile phone

12



More Security, More Convenience

2.3 For IE Browser

Choose Active Mode (For IE Browser), and sign in.

ActiveX Mode (For IE Browser)
Signin
Server Push Mode (For Safari FireFox, Google Browser)
Sign in

Sign in mobile phone

attention:
case sensitive

propose using 1024 7 F68 screen resolution

Figure 2.8
The first time login the camera, maybe get ActiveX prompt as the picture above, please click the prompt and
choose Run Add-on, refresh and login the camera again, then will see live video, details as below:

* SO | @-E-0suc P-#F @

Favorites & Oencelmnonymaous) L IR s v Pagev Safetyv Tookv i~

wanks & 1un the following ads-on: DVM_IPCamd ActiveX Centrol Module' from ‘Contrel name is not availakle’. i you trust the websae and the add-on and went te allow it X

> M-
» Hetwork

» Viieo

» system

> olher

Hate  Full-Spesd| =]
rhaohmen 160120 = |
mode | S0HZ x|

beight -
conrast -

@ Intermet | Protected Mode: On i v W% -

Figure2.9

tp./ 192068181

x SO wl @ v 2+ Qt-u¢ D+ & ]

Faverdes

B Devcelanonymous)

» Live Video
M- Device
>Nt work

» Video

» system

» ofher

Rale | FubSpeed| =)
resoluion 160°120 =
mode  SOHZ |v)

bright N

-
contragt M -

# Done & Internet | Protected Mode: On . © e Bl

Figure 3.0

13
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Note: If there is still no live video after run ActiveX, and a red cross showed in the center of the screen,

or even just a black screen, please try to enable the ActiveX options of IE security settings.

Please do the follow steps:

1. Close the firewall of your computer.

2. Change the ActiveX settings, “IE” browser > “Tool” >

“ActiveX control and Plug-ins”, all the ActiveX options set to be “Enable”:

Especially:

Enable: Download unsigned ActiveX controls
Enable: Initialize and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plu-ins

“Internet Options” > “Security”> “Custom Level” >

--rab
'I'E

a

-

v Pager Satety v | Tooks | )

Rezpen Lust Browsing Seison

Pog-up Blocker
Manage Add-cms

Woork Offlre

Compatibdity Voew Settngs

M m—vmlmt Connechons | Programs |

X

¥ =
| Advanced

Select & Jond 12 vitw of changs seaurily seTungi.

@ « J

Internet Local miranet  Trusted stes

Restricted
stes

Intermet

This zone i for Intemet websites,
extept those ksted in rusted and
restricted romnes.

Saourity kevel for s rone
Aloveed levels for this rone: Mediuen o High

HMedium-high
A opeiate Yof mast weebmtes
= Promps before downloadng potenbaly ursafes

-

B Pl Screen il content
« Uinsiagred Active X controli will net be downioaded
Toelbar b
Esglaves Bars b of | Enable Pratected Modgeireee - Eagaasrer)
3 Custom level... |
W Developer Teok 2
Suggeited M I
¥ Intomat Optaons O Cancel Apply
— -
| Seusi ity Seitings - In ernet Zome H Sat
Sattings # Desplay video snd animaton on & webpage that does not use »
o Aotk soatols and pludand & o Diibls
o Aboww prvicusly urused Actvell controls B nun withou! pron & Enabie
¢ Dowenload sighed Activell conbrols
Crgable
9 Enable 4
Prompt
Enable them ¢ Download undigned Active controls
Disable
tr At combrols @ Enabie
Prompt
¢ Irvtiskre and periph Actvel conlbrols rat marked a2 sate for &
e ke
gy o L
T POmR
B ki s st b e o ',"- . Pirks_ gz i s i i Bt it b oot
“Tokes effect after vou restart Infernet Explorer “Takes effect after you restart [ntermet Explorer
Resat cusiom sethngs Resel custon pethngs
Reset to: | Mehum-high (e faut) - Resat.., Reset e | pMeckmdow (defomit) bt Feset.,
L,
Figure 3.1

In addition: you can also click “Start” menu->“Internet Explorer”, choose “Internet attributes “ to enter, or via

“Control Panel”’ ->

“Internet Explorer”, enter to Security setting.

If you allowed the ActiveX running, but still could not see live video, only a Red Cross in the center of

the video, and the device status light change to yellow colon, not green, please change another port

number to try. Don’t use port 80, use other port such as 128, 1008 etc.
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-2 IP Camera Tool

test Hetwork Configuration

£3

[~ Obtain IP from DHCP server

Demo IF Address 19z 168 . 1 .128
Subnet Mazl m
Gateway 82 163 .1 .1
NS Server 192 168 . 1 . 1

Hitp Fort Don't use 80 —{125

User !admin
Faszword I
ok | Cancel |
Figure 3.2

NOTE: Make sure that the firewall or anti-virus software doesn’t block the software or ActiveX. If you couldn’t
see live video, please close your firewall or anti-virus software, and try again.

2.4 For Safari, Firefox, Google Browser

Choose Server Push Mode (For Safari, Firefox, Google Browser), and sign in
Server Push Mode doesn’t support ActiveX, so some functions are not available, such as Play, Stop, Record,
etc. if you want to use these functions, please use IE browser.

Live Video [®]srapshot

Multi-Device
Net work

Video

other

mode 80 HE :
bright @ [7 | &
contrast 9 (4 | @

default all

Figure 3.3
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2.5 For Mobile Phone

Choose Sign in mobile phone, and sign in.

Mobile phone doesn’t support ActiveX, only some basic functions can be available in this mode.

It supports Iphone, Smart phone, 3G phone etc. Normally, if the mobile phone supports network video, then it
can work with our IP Camera.

resolution| EEIRET] ~ = =
mode 50 HZ 1w reversal milrror
bright @B (» |6 -
 A— u
contrast MR . | N (o]
Figure 3.4

2.6 ActiveX Mode (For IE Browser)

Login the camera in ActiveX mode, the main User Interface as below:

NOTE: There are 3 levels of users, Visitor, Operator, Administrator, if you login with different users, the use
authority is different. (See 3.11 User Settings, Figure 8.5)

2.7 For Visitor

When login as Visitor, you can enter the IP Camera for visitor.
Visitor is the lowest level with only some operation available

16
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Live Viged [&]snapshaot ) record
» Multl-Device :

P het work

> Video

Rate | FullSpes v
pesolution 6407450 v
mode | S0HE
bright = o |
contrast =N [, | &R

defaul all

Figure 3.5
Channels:
_ o[ JoHefH | |
Our IE software supports 9 channels totally. Click can get different windows.
o[ ]

: Click this one, you can view the main channel of the camera you login.
[ ]
—: Click this one; you can view 4 Channels of cameras which connected, from CH1 to CH4.

@ mmm
bt : Click this one; you can view 9 Channels of cameras which connected, from CH1 to CH9.

NOTE: If you want to view 4/9 channels, you should set the Multi-Device firstly (See 3.1 Multi-Device
Settings)

Status of Channels:

There are 9 icons E at the bottom of the Ul which show the status of each channel of the camera.
B: Grey color, means there is no device connected to the main device from this channel.

nz Green color, means the device connected from this channel, and it works well.

-: Red color, means the device of this channel is recording.

ﬂ; Yellow color, means set this channel in multi-device already, but it fails to connect to the main device.

17
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X

': anonymous : fail to commect to the dewice © can't commect to the dewice

Figure 3.6
OSD Settings:
O reversal =
1 mirrar disahled black yellow
_) [1 add timestamp on record > red white blue
Figure 3.7

OSD: Means “On-Screen Display”, click “Video” > “OSD”, set display date and time on the video.
Disabled: Click this one, means clear the OSD.

Color: Can set the OSD text color as black, yellow, red, white, blue etc.

Add time stamp on record: Click this, there will be time OSD on record video files.

MEL wark

P Video

B System

other

Rate | Full-Spee ¥
resolution| 640%480
mode | S0HZ
bright =N -
contrast BN [ | R
default all

Figure 3.8
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Rate and Resolution:

Rate: Set video frame here, from “full-speed to 1fp/5s”. (Figure 3.9)

Resolution: Set the resolution to be 160*120/ VGA(640*480)/ QVGA (320*240). (Figure 4.0)

NOTE: When doing recording, Rate and Resolution parameter settings is very helpful for getting small
size record files, the lower parameter to get the smaller file.

r Hfm""u Rate  Full-Speed v
mede [0 | | [esolution] 320240 |
brignt m !
conirast ;ﬂr;::“ k| | maode |160%120

de ;Ei bright 1320%240 1
= 3
Fog ontrant oo}
:Eﬁ: default all
1 foida
*1 fp5s
Figure 3.9 Figure 4.0
TOP Menu:

Figure 4.1

¥ Live Video
-: Click it to get live video. When you want to back to live video from other menus, just click it.
Only under live video, you can do the operation on the right side, such as play, stop, snapshot etc.

la
: Click it to get into play mode, when you click stop icon, the video will be stopped, then click
play icon, it will show the video again.

m: Click it to stop the live video. You can click play icon if you want to see live again.

snapshot
: Click it to get snapshot. It will show the date and time of the snapshot you get, when you want
to save it, you will find the snapshot file named by “snapshot_ MAC ID_date_time”.

record
: Click it to start record by manual, and the icon will change to red colo

again, it will stop record. The record file will be saved to the folder you set. (Figure 10.6-Figure10.9)

, click it

NOTE: For visitor, if you click other menus which visitor don’t have the right to operate it, there will be a pop-up
of login interface (Figure 2.6), please input the user name / password for at least 3 times to login again.
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2.8 For Operator

When login as Operator, you can enter the IP Camera for Operator.
For operator, it not only supports all the functions which for Visitor, and also supports these functions as below:

[0 ] 0 ™ re
i -.|"¢.;|. ¥ pne
r\f-fd__ B ; ‘;‘il .
i
i f il
~ ey
= e A
- : Bl
| i : ~ o
Ry | - 1) ._-': 5;
) s [T la = By = K )
o [Je o[ [N a
L - =
Rate |Full-Speed » E sy
resolution| B40+480 : =
bright &9 - - _. | . - .
. ] !
contrast =N[4 | :
default all -y —
= i A
B
Operator can s
i ~ i .
YR .
e A

Figure 4.2

Video Settings

0sD

[ reversal

[ mirror

_) [ add timestamp on record

Figure 4.3
Reversal: Click this icon to see the reversal image. Click again, will back to normal.
Mirror: Click this icon to see the mirror image. Click again, will back to normal.

NOTE: You can choose Reversal and Mirror function when you set up the camera in a special position.
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Mode, Bright, Contrast Settings

| maode _5[] HZ VJ

bright M=% s | & @ 50Tz o

contrast #E [, | = bright | BEDEA
default all contrastl| 60HZ |

outdoor
et

>

Figure 4.4
Mode: This is work mode optional, 50HZ/60HZ for the users who use 50HZ/60HZ frequency, outdoor for the
users who want to use this camera to monitor toward outdoor environment
NOTE: This camera normally should be used in a indoor environment

- —

Bright: Set the parameters to adjust the image quality of video. Click to adjust the value

- —

Contrast: Set the parameters to adjust the image quality of video. Click to adjust the value

Default all: Click it to set all the parameters back to factory setting.

NOTE: If you login the camera, there is no video displayed, and the parameter of bright/contrast is blank,
maybe you can try to click “default all” to set the parameters back to factory setting to get live video.

NOTE: For Operator, if you click other menus which operator don’t have the right to operate it, there will be a
pop-up of login interface (Figure 2.6), please input the user name / password for at least 3 times to login again.

2.9 For Administrator

Details see Settings as Administrator (details3.1-3.20).
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3 Settings as Administrator

When login as Administrator, you can enter the IP Camera for Administrator.
Administrator supports all the settings and operations of the camera; you can set and control it freely
There are some special functions only for administrator as below:

b Live Video

¥ hulti-Device

e J019(192.168 1.136)

test(192.168.1.128)

|

|

» Video |
|

|

Device List in Lan anonymous(192.168.1.180) g
anonymous(192.168.1.154) ¥ Refresh
The 15t Dewice This Device
The 2nd Device Mone
'i' 'L._) : '[.._..3' The 3rd Deswice Mone
| | Thed4th Device MNone

Rate | Full-Speed » The S5th Device Mone
solution BA0*480 s P Matie

node | 50 HZ v|

e T The 7th Dewice Hone

wight =N [5 | =W
infrast @ E‘ - The &th Device Hone
default all The th Desice Mone

attention: If ywou want to access the device from internet, be sure the host and port that wou set can be accessed
fromm internet.

[ Submit ] [ Refresh

Figure 4.5

3.1 Multi-Device Settings

Multi-Device Settings
|lpgrade Device Firmware

Festore Factory Settings

¢ Multi-Device > Feboot Device

Figure 4.6

Multi-Device Settings

This camera can support max. 9 channels device at the same time.

3.1.1 Set Multi-Device in LAN

In the Multi-Device Settings page, you can see all devices searched in LAN. The 1st device is the default one.
You can add more cameras listed in LAN for monitoring. This web software supports up to 9 IP Cameras online
simultaneously.
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Click The 2nd Device and click the item in the Device List in Lan, it will fill the Alias, Host, Http Port
automatically, then input the correct user name and password, click Add. Set more devices in the same way,
after all done, please click Submit.

anonymous(192.168.1.38) ~
DeviceTistinLan aonyou(1 92, 18. 1.53) 5
Dem ¥ | Refresh |
The 1st Device 1.Click R E; |
The 2nd Device None Find your IP address
The 3rd Device None ALIOURID PN,
: selectyouriP-address—
Alias | |Demo
Host | [192.168.1.115 |- 3.Information shows
Hitp Port | 8901 || Tee TS
User | |admin 1 4.Yourusername
Password I___ - — ?;ﬁf I it Rl Imi
Add Remove No password
The Atk Dvice Kone \ 6. Click-Add tofinish
The 5th Device None
The 6th Device None
The 7th Device None  Note: Add the 4th,5th and
The 8th Device None more device is the same method
The 9th Device None
attention: If you want to access the device from internet, be sure the host and port that you set can be accessed
from internet.
6.Submit to finish —{ Submit | [ Refresh |
Figure 4.7
T o
Click Live Video and then select " to see four channels, or click ———| to see nine channels

Live Widea

Multi-Device

Met work

Video

Rate | Full-Speed v |

resolution 5407450
mode | S0HZ ~
bright @ 5| &
contrast BN [, | #B

default all

Figure 4.8
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Rate | Full-Speed +|

resolution BA0T480 .

mode | BOHZ |
bright @ [ | &
contrast =N [, | &

default all

3.1.2 Set Multi-Device for WAN

) record

If you want to view cameras from internet, you have to add these devices by DDNS domain name.
Make sure all these cameras you want to add have been set DDNS successfully. (View 3.7 DDNS Service
Settings) And also these cameras work well with DDNS.

Login the first camera by DDNS domain name and port, this camera will be as the host camera.

1,_3 Favorites , @ Device(Demo )
P Live Video

P Multi-Device

> Net work
> Video
¥ system

P other

Rate  Full-Speed E[

ranalidinm CAnEAON]

o[ Jo ol

000DC5DO0SFA
Device Firmware Version 0.222.20
Device Embeded Web UI Version 20.8423
Alias Detmo
Alarm Status None
DDNS Status aipcam.com Succeed http:/e0254 aipcam.com:8901
UPnP Status UPnP Succeed Make sure each IP cam you add
[ Refresh | 2N login with DDNS name and port
Figure 5.0

Click Multi-Device, select Multi-Device Settings. Choose the 2nd Device; fill in the 2nd camera’s Alias, Host,
Http Port, User, Password by manual, click Add. Set more devices in the same way, after all done, please click

Submit.

NOTE: The Alias is optional; you can set the alias as per your wish. The Host must be the camera’s DDNS

domain name, and without “http://”, it's not the Lan IP address.
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If you have several cameras, you can use the same DDNS domain name, just set different port number for
each different camera.

anonyrmous(192 168.1.128)
: o anonymous(192.168.1.180) LA
Device List in Lan Derno (192.168.1.113)
J019(192.1658.1.136) 8 pafrach ]
The 13t Device This Dewice
The 2nd Devicel1.Click it demnol(e0254 aipoarn cormn)
2.The 2nd camera's name

Aliag
el254 aipcam.com
[Fiip Port_| 901

3.Fill the Znd camera’s

4 Enter the 2nd

User camera's port

Password |—| — 5.Enter the 2nd camera's

6.Add to finish = | Add user name and password
The 3rd Device Mone
The 4th Device Mone
The 5th Dewice Mone
The ath Device Mone
The 7th Dewice Mone
The &th Device Mone
The Bth Device Mone

attention: If wou want to access the device from internet, be sure the host and port that o set can be accessed

from internet.

[ Suhmit] [ Fefresh ]

Figure 5.1
Note: Add the other camera in the same way, Click submit to add all of them.

anonymous(192 163.1.123)
Dot e
Demo(192.168.1.113) [m
The 1st Device Thiz Device
The 2nd Drevice Test(el254 aipcam. cotm)
The 3rd Dewice Anonymous(ipcamera 3322 org)
The d4th Device Dremond demon. dyndns. org)
The 5th Device Mone
The éth Device Mone
The 7th Device Mone
The &th Device Mone
The 9th Device Mone
attention: If you want to access the device from internet, be sure the host and port that wou set can be accessed
from intemnet. Click Submit after
Subrnit Refresh | finish all settings
Figure 5.2
T e
Click Live Video and then select ~— to see four channels, or Ot to see nine channels.
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In this case, you can see all the cameras from a remote position by internet, for example, if you are on the
business trip, you can use the first camera’s (Host camera) DDNS to view all the devices via internet

Met wiork

» Video

>

Rate FuII-SpeedTI B

resolution) 6407450 B

mode | s0HZ v| (I

bright M= [z | S (RETy
{

contrast =N |4 |
default all

Figure 5.3

3.1.3 Upgrade Device Firmware

If you want to upgrade the camera, please upgrade Device Firmware first, then upgrade Web UI.

Click Browse and choose correct bin file, then click Submit to do upgrading.

NOTE: Before doing upgrade via Browser, please make sure the IP Camera Tool of your computer could find
the camera’s IP.

Attention: Please must keep the power on during upgrading, and the better use wired mode.

Please don’t try upgrade freely, because wrong operation or incorrect upgrade bin file will damage the camera.

» Live Video O record

¥ Multi-Device

> MNet work

Brovse.

Upgrade Device Firmware
> Video Upgrade Device Embeded Web Ul

» system 1.Browse the Firmw/are
: Bin File,then Submit
P other Note:Upgrade Firmware firstthen Upgrade Web Ul

Figure 5.4

2.Browse the Web Ui
Bin file, then submit
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3.1.4 Restore Factory Settings

Click Restore Factory Settings, will pop-up a prompt, select OK, all the parameter will be returned to factory
settings, and the device will reboot.

» Live Video S [E]snapshol

) record

¥ Muit-Device

b Net work

test(192.168.1.128)
anonymous(192.168.1.160)

» Video Device List in Lan Demo (192,168 1.113)

Refresh

P system

Multi-Device Settings

The 1st Device

> other

The 2nd Devicy ? ) are yeu sure to restore factory settings

LUpgrade Device Firmware
The 3rd Device]

_ [Jo FHeEd S
Restore Factory Settings ~~~ | | Thodth Device -
Rate | Full-Speed ¥ The 5th Device Nome
Reboot Device resolution 3207240 + The 6th Device Nons
mode | 50HZ » — =
Figure 5.5

3.1.5 Reboot Device

Click Reboot the device, will pop-up a prompt, select OK, then the device will reboot

P Live Video y msnapshot ™ record
v MultiDevice |

P Net work Demo (192.168.1.113)

test{192.168.1.128)
anonymous(192.168.1.160)

> Video Device List in Lan

Multi-Device Settings > system setreet

The 1st Device
» other z
Upgrade Device Firmware | | The 2nd Device ;p Ay e (e
o/ .1(._) [ ‘U_ The 3rd Device
Restore Factory Setlings —— | | The4thDevice |8 [cancel |
Rate | Full-Speed v The 5th Device None
Reboot Device e 020240 BN o e e
mode EOHZ s - =
Figure 5.6

3.2 Network Settings

Click Network, will pop-up the prompt as below:

Basic Metwork Settings
Wireless Lan Settings
ADSL Settings
LIPnF Settings

¥ Nel i 5 |DONS senvice Settings

Figure 5.7

3.3 Basic Network Settings

Here you can fix the camera’s |IP address; means set the static IP address of camera manually.
You can also do the same settings from IP Camera Tool. (Figure 2.3)
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Basic Network Settingsl

Wireless Lan Settings
ADSL Settings
LIPNF Settings

Obtain TP from DHCP Server O
IP Addr 192.168.1.113
Subnet Mask 255 255 256 0
Gateway 192.168.1.1
DNS Server 192 16811
Hitp Port 8301

| Submit | [ Refresh |

DOME Senvice Settings
955

Figure 5.8

If you don’t know Subnet Mask, Gateway, DNS Server. Please check the Local Area Connection Status of your
computer; it contains all these information, steps as below:

1. Control Panel=»Network Connections=»Local Area Connections= Support = Details

2. Find the local connection icon E from taskbar, left click it, choose Support = Details

*-. Motwork Connections e
Flo  Edt  Wew Favorkes ools  Advanced  Hal o
y c -
Qo - ) - (T DOsench [ Faes | [T~
adchess (W) Nebwark Corneckians
#| LANor High-Speed Internet OISR TR @ S AT L 11T
Network Tasks —
P e | o]
[ Create anew E?:"r:t';d.c ==
W"nﬁﬂtr‘;r . 1, Realkiek RTLEI39/810x F3 Conrection shatus
et :
2 offi:":raet;un:wsma @E Addazs Type: Agsigned by DHOF
@ Emsl s#e:-l::l!\?csm 1P Addiess: 192162150
& Disabls this network Subnel Mazh: 265,255, 255.0
denfics
€, Repar ths coemection Crafaiil G aheway: 19216811
W Rename ths connection ;
& View status of this Click here
conmechion
(@) ©hange settings af this “Windows did rot detect problems with this Repai
Cannten ganmnm H you cavenol commact, olick
i,
Other Mlaces
B Corkrol Parel
N My Nebwork Flaces
(£} My Donumenits
b
Figure 5.9
*». Metwork Connections o =13
Fle  Edt Mew Favokes  Took &
Qo - ) (T Oseadh [ orddes | [T
Addeeas W) Network Connections - Ls
1AM or High-Speed Intermet = Local Area Connectian Status
Metwork Tasks 4
I @_[3 Il Metwork Connection Details
connection | Rueshek RTLE1ZRE10: Pl Melwesk: Connactuon Delads:
B 5etup a home or small
oiffies mistwecr k. F‘Wﬂm}. Nabe
@ Emg:w;ﬂ:lset thgisame Subnet Mask an P'»m’:ddms DOEDDOF 12200
rervial 5 z i
& cicuie the ay of the camera with—}|sum=tast IR
Defad: Galeway 12211
davice your P 1 1
; 3 . R
9, Repsir this confection Lears Dbraned AN0T-Z3 TR
(®]) Aename this connection = Lease Evpires 2N0-T-23 1220044
© vewssu ot Thardiare two DNS servers [DNES“"'E i
conneckion i = )
§] Cherge senes 861 CEIN set any of them. R
ki 8 i
S th gateway is also O
Othes Flaces
3 Corkrol Panal —_
W ity sk Flaces
(L) #y Documents
i§ oy Computer
Choss
»
Figure 6.0
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If you don’t know the DNS Server, you can set it the same as Gateway.

If the router supports DHCP function, you can choose “Obtain IP from DHCP Server” to get dynamic IP.

3 record

» Live Video [® ]snapshot

P Multi-Device

Net work Obtain IP from DHCP Server
Video Http Port 0 |

| Submit | | Refresh |

system

other

Figure 6.1
Http Port: In most cases, you can leave this value as however, if your Internet Service Provider blocks this
port, you may change it to another port number such as 85.

3.4 Wireless Lan Settings

Basic Metwork Settings
[wireless Lan Settings| Nt

ADSL Settings

UPnP Settings Using Wireless Lan .
[ submit | [ Refresh

DOME Senvice Settings

>

Figure 6.2
1. Make sure the router is wireless router.
2. Make sure the Wi-Fi antenna installed.
3. Make sure whether there is encryption of the WLAN of router, if there is encryption, keep the key.
4. Login the camera, click “Network”>"Wireless Lan Settings”>"Scan”, please scan 2 times, then you will find
the WLAN from the list, choose the one you use. (Figure 6.4)
5. If there is no encryption, just click “Submit”. (Figure 6.5)
6. If there is encryption, please input the share key, then click “Submit”. (Figure 6.6)
7. Wait about 30 seconds, the camera will reboot, then unplug the network cable.

) record

F Live Video [E snapshol

* Num-evice

et work

| 123[002585745k2¢] irfra VWEP -
| ChinaMet-RCIZ[00255e1dc 55a] infra WRPAWWRAS

i L : 4 —c|j1’uuz53533e925! infra Hone
| Zhanghian clbee] infra WEP b

Sysiem
UPnF Seilinge 3

other DONE Semvics Getings g [
; SSIT =1
] L
Network Tvpe Infra 'l
Ful-Speed %| | | Encryption Mane |
razalution G407480 G -| Submii | Refresh |

mode. | 50HZ
Figure 6.3
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123[002586745b2¢] infra WEP ~
1[00258637225] infra None =
Aetens Mot Tt zhonglian[0025862c0kes] infra WER =
gz i H{e005c5266934] infra Nona v
 Scan | Wireless router SSID list
Using Wireless Lan
S50 1
Wetwork Type Infra w
Encryption Mone V|
| submit | [ Rafrash |

Figure 6.4

123[002586745b2¢] infra WEF

1]00258637e226] infra None =
e i HS008c5206034) mfaone
Using Wireless Lan
531D 1
Network Tvpe Infra » No encryption
Encryption Mone vl

| Submit || | Refresh

Figure 6.5

123[0025867 45b2c] infra WEF

1[0025863T2e26] infra Mone

A

Waclss Nk i s iee ey
Using Wireless Lan =
SSID 123
Netwark Type
Encryption WEP w
Authencation | Open System ¥|
Kev Format Hexadecimal Mumber »
Default TX Key
Key 1 share key here 64 bits |
Key 2 64 hits | »
Key 3 L [[ebis ¥
Key 4 | |64 bits +|

Submit Refresh

Figure 6.6
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3.5 ADSL Settings

When connected to the Internet through ADSL directly, you can enter the ADSL username

And password obtained from ISP.
Basic Metwork Settings

Wireless Lan Settings

: Using ADSL Dialup 1.Enable it
A S ADSL User exi02356897236518 || 2.Enter your user
LIPnF Settings ADSL Password |ssssnsssns and password
DDNS Senvice Settings 5! 3.Submit to finish —{ Submit [| | Refresh |

Figure 6.7

3.6 UPnP Settings

Click UPnP Settings to choose Using UPnP to Map Port:
Basic Metwork Settings

Wireless Lan Settings
" F
b i it [Submit | [ Refresh |

DOME Senvice Settings
e

Figure 6.8
Select it and click Submit, then the camera will support UPnP port forwarding automatically.
It's helpful for using DDNS, if your router support UPnP, then you no need do port forwarding in router.

| Using UPnP to Map Port [E1—1.Enable it
2.Submit to finish —{ Submit || | Refresh |

Figure 6.9
NOTE: Here UPnP only for port forwarding now. It has much relation with security settings of your router, make

sure the UPnP function of router is ON.
Attention: If your router doesn’t support UPnP function, it may show error information. So we recommend you

do port forwarding manually in your router. (Details see Figure 7.5-7.9)

3.7 DDNS Service Settings

Basic Network Setings  DDNS Service seitings N

Manufacturer's DDNS

Wireless Lan Settings

Manufacturer's Domain ‘ e0254 aipcam com
ADSL Settings Third Party DDNS
UPnP Settings DDNS Service | [None |

[ Submit | [ Refresh |

DOMS Senvice Settings

>

Figure 7.0
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There are 2 options:
Manufacturer’s DDNS: This domain is provided by manufacturer.
Third Party DDNS: This domain is provided by the 3™ party, such as Dyndns, Oray, 3322 efc.

| Elanufacmrer's DDNS

Manufacturer's Domain a5618. aipcam.com
Third Party DDNS
DDNS Service MNone [

DynDns_org{dyndns)
DynDns.org(statdns)
DynDns_org{custom)
3322 org{dyndns) ‘
3322 org(statdns)

Figure 7.1

Third Party DDNS
If you use third party DDNS, please choose the server you use, such as “3322.org” or “dyndns.org” as below:

&ufaﬂumr's DDNS

Ilarmafacturer's Domain a528] aipcam. com
Third Party DDNS
DDNS Service 3322 org(dyndns) v ([ The server you use
DDHE Password T
DDNE Host iermyiwb.3322.0rg
[ Submit | [ Refresh |
Figure 7.2

!! mifacturer's DDNS |!0!E!. ! ou I'IEE! !0 regler an! QE! user an! passwur!

firstbefore inputit

Iarfacturet's Dotnain c4103 alpeatn. cotn
Third Party DDNS]
DDHMS Service DynDns.org(dyndns) & |[— The server you use
DG Password TTTTTTTITTITY]
DDNS Host [ jerryiwh 3322 org Enter DDNS Host
DDME or Prozy Server I:I
DDHMS or Prozy Pott |—|
Fe-Update [gnoring All Errors [ never do this unless your hostname has been unblocked

proxy config is needed if the device is in China Mainland or Honglong
submit [ Refresh ]

Figure 7.3
You have to register an account firstly, keep the user, password, host, then input it.
NOTE: Only one DDNS can be chosen, for example, if you use manufacturer’s DDNS, the 3™ one won’t
work, if use the 3™ DDNS, the manufacturer’s one won’t work.
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Change the camera’s port.

The default port of camera is “80”, please change “80” to any other one you like, such as “81”, “100”, “8091”

[ Obtain IP from DHCP serwver
ek | IF Address [122 183 . 1 128

Subnet Mask | 2585 255 255 . 0

Gateway ]192 des .1 1

IHS Serwver 119z 188 . 1 .1 .
: | |Don't use 80,
Http Fort [tz use other number
User [admin like 80,100,8091
Paz=word ]

K| Cancel |
Figure 7.4

Make sure the “Subnet Mask”, “Gateway”, “DNS Server” is the same as your router.
Set Port Forwarding in the router.
This is the most important step. Set port forwarding in router refer to the IP of your camera correctly, then the

DDNS will work. Because there are so many kinds of routers from all over the world, so it’s difficult to show a
fix steps, but there are some samples of different routers’ port forwarding settings as below, just for reference:

1. Login the router.

+ Virtual Servers

2. Choose “Forwarding”, select “Virtual Servers”
3. Click the Add New button, pop-up below:
Add or Modify a Virtual Server Entry

Service Port: | GO or X))
IP Adidress: |

Protocol: ALL -

Status: Enabled T
Common Service Port: I—Select One— vl

Save | Retumn |

Figure 7.5
Fill the service port (except 80), IP address of the camera, then click Save
NOTE: The port and IP address should be the same as Camera.
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1. Login the router.

2. Choose “Firewall”, select “Virtual Servers”

3. Input the port (except 80) and IP address, then click save.
NOTE: The port and IP address should be the same as Camera.

BELKIN | Routersetun i il [ g

Firewall = Virtual Sarvars

el TurOSEn will Mo U B rOul s e Lot oF IRrAF Sl B8 b wal Lermi (por 815, FTP
srvp (For T17. or oiter apps sbions Brroygh yowr Fouter 0 vout nbem el nebwors, Mags ks

R * | el i
Cher vttt 53 e |

| Privets P |

adreny | FTRERe

o S Il ]

. - ;Hon'tuse80

,: oy |
waRPortnumber

-
wlnlnlslnlalelslsl.

1. Login the router.

2. Choose “Advanced’, select “Virtual Servers”

3. Input the port, IP address, Protocol, then click save.

NOTE: The “public port” & “private port” should be the same as camera’s port, choose the protocol to be
“both”.

Helpful Hints...

The Virtual Server option allows you to define a single public port on your router for redirection Check the
to an internal LAN IP Address and Private LAN port if required. This feature is useful for hosting Application Name
online services such as FTP or Web Servers.
[ Save Settings ] [ Don't Save Settings ]
S
24 — VIRTUAL SERVERS LIST Lyl
Traffic
Port
Type
Name Public Port  Protocol Schedule
rivomaxcam HTTP - 8L Both =~ Aways - You can select a
] Private Port Inbound Fiter THTmiE
IP Address e e drop
192.168.0. 107 Computer Name = 81 — Allow Al -~ down menu, or you
Name Public Part  Protocol Schedule ICF?ré\jnuinEE epter the
Application Name  + 0 TP - Always -
0 Private Port Inbound Filter
P Address .
0.0.0.0 <<| Computer N - 0 - Allow All
emputer Tame — Select a schedule for
Name Public Port  Protocol Schedule ‘-'~’mebl'l the "E;i‘rtgalf.f-er'-'er
; 0 Tcp Al will be enabled. If you
Application Mame_ hd s i do not see the
o Private Port Inbound Fitter schedule you need in

Figure 7.7
After all these 4 steps done, then you can use the DDNS freely, check the DDNS status from the camera as
below, and get the link of DDNS for internet view.
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Step: “Login”>"System”>"Device Info”:

P Live Video

> Multi-Device

> Net work

[ ]snapshot ) record

| | Device ID 000000256720
» Video Device Firmware Version 17.25.230
: = 833
¥ system Device Embeded Web UI Version 208330
Alas Test
L Alarm Status None
. T e EEE DDNS Stams 3322 Succeed http:/fjerryjwb.3322 org:128
o[ Jo o]
UPnP Status UPnP Succeed
Rate | Full-Spee v [ Refresh |
resolution| 3207240 v
Figure 7.8

> Live Video

> Multi-Device

msnapshm @ record

AL | | Device ID 0060GESAFICY
» Video Device Firmware Version 17.25.2.30
¥ system Device Embeded Web UT Version 2008330
Alias demo
it Alarm Stafus None
DDNS Status gipcam.com Succead http:/a5618 aipcam com:191
UPnP Status No Action
[ Refresh ]
Figure 7.9

3.8 System Settings

Device Info

Alias Settings

Users Seftings

Log

Date&Time Settings

Backup & Restare

Figure 8.0

3.8.1 Device Info

You can find the information about Device ID, Firmware Version, Embedded Web Ul Version, Alias, Alarm
Status, DDNS Status and UPnP Status.

Device ID O0G06ESAF1CY
Device Firmware Version 1725230
Device Embeded Web Ul Version 20.8.3.30
Alias demo
Alarm Status None
DDNS Status atpcam com Succeed http://asS618 aipeam com:191
UPnP Stams No Action
Figure 8.1
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3.9 Alias Settings

Default device name is anonymous. You set any new name for your camera here, then click Submit.

Alias |lP Cam | 1.Enter a name you like

2.Submit to finish—|[ Submit || [ Refresh |

Figure 8.2

3.10 Date &Time Settings

Set the date and time for your camera.
Choose the Clock Time zone of your country.
You can choose Sync with NTP Server (Figure 8.3) or Sync with PC Time (Figure 8.4).

Device Clock Time 20106F11H 15H EH— 1434356

Device Clock Timezone (GMT +08:00) Beijing, Singapcre. Taipe

Sync with NTP Server Enable ittime sync with Server

Nip Server | time.nist.gov VI 2

Sync with PC Time ]

Submit to finish—| Submit ﬂ Refresh
Figure 8.3
Device Clock Time 2010811 H15H EH— 143534
Device Clock Timezone (GMT +08:00) Beijing, Singapore, Taipei by
: I :
Sync with NTP Server r Select your time zone
Sync with PC Time Enable it,IP Cam time sync with PC time

Submit to finish— Submit

Figure 8.4
3.11 Users Settings
Eight accounts are acceptable for this system. Here you can set the user names and password as

Administrator, Operator or Visitor, the permission for them as below:
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® Visitor: In this mode, you can only view. (Details 2.7)
® Operator: You can control the direction of IP Camera and set some parameter. (Details 2.8)
® Administrator: You can setup the advanced configurations of the IP Camera. (Details3.1-3.20)

User Password Group

admin Administrator

Operator b

ipcam

demo

Visitor

Visitor

Visitor

Visitor

Visitor

Visitor b

il
il

| Submit || | Refresh |

Figure 8.5

Go center on boot
L et B
Upward pairol speed II
Downward patrol speed 5 ¥| | 0: The fastest
Leftward patrol speed E w 10: The most slowly
Rightward patrol speed 5 v

[ Submit ] [ Refresh |

Figure 8.6

3.12 Backup & Restore

o
Restore [Browse... | | Submit |

Figure 8.7
(1) Backup: Backup IP Camera all the Parameter, if you want to save all the current settings that you have
set already, you can click Submit, then all the parameters you set will store as a parameters bin file.
(2) Restore: Restore IP Camera all the Parameter, if you want to change the camera’s settings to a certain
status which has a backup, click Browse to load the bin file, then Submit it.

w
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Log

Thu, 2010-11-04 20:03:00 admin 192.168.1.183 access
Thu, 2010-11-04 20:03:38 admin 183.16.186.128 access
Thu, 2010-11-04 20:15:01 motion detect
Fri, 2010-11-05 0B:48:09 motion detect
Fri, 2010=-11=05 10:26:11 admin 192.168.1.164 access
Fri, 2010-11-05 12:27:53 motion detect
Fri, 2010-11-05 21:00:04 motion detect
Sat, 2010-11-06 09:01:15 mation detect

Sat, 2010-11-06 09:35:47 admin 192.168.1.164 access
Sat, 2010-11-06 09%:41:3¢ motion detect
Sat, 2010-11-06 11:21:03 admin 192.168.1.246 AcCCess

gat, 2010-11-06 12:05:09 motion detect
Sat; 2010-11-06 12:10:23 motion detect

8at, 2010-11-0& 12:23:35% admin 192.168.1.183 access

Sat, 2010-11-06 12:29:39 admin 192.168.1.183 access

Sat; 2010-11-06 12:33:35 admin 192.168.1.183 access

Sat, 2010-11-0&6 12:33:44 admin 192.168.1.183 access

Sat, 2010-11-06 12:51:06 admin 192.168.1.183 access
Figure 8.8

Record User information, including weekday, date, time, user name, visitor IP address etc.

3.13 Other Settings

Mail Service Settings
Ftp Service Setlings

Alarm Service Settings

>

Figure 8.9

Here you can configure some additional functions such as Motion Detection, Alarm, IO Linkage, Schedule,
FTP Upload, Alarm Mail Alert, Record Path etc.

3.14 Mail Service Settings

Set Mail Service Settings to enable the camera send email alert when motion detection triggered.

Sender IP Camera@163.cam 1.3ender mailbox
- mustsupport SMTP
Feceiver | IP Camerai@163.com
Fecetver 2 —Support 4 receivers
Receiver 3| 1Veed Not sUpport SMTF
Recerrer 4
2 Enter SMTP Server
SMWTP Server EMTF'JEB.COFIE — for sender
=MTF Port [25 3.SMTP Port
Meed Authentication Enable it
SWTE User IP Camera | —4.Your user and password
=WTP Password (TTITT)
6.Testit—] | Test| | Please set at first, and then test.
Feport Internet [P by Ivail [F
r-ﬁ L o | EF:I.E tEEt
|[ Submit ” [ Refresh SRR
Figure 9.0
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Sender: Make sure the sender mailbox server provider support SMTP, and the mailbox should not enable SSL

or TSL encryption too.

Receiver: Here you can set four receivers. For receiver, there is no SMTP limitation.

SMTP Server: The sender’'s SMTP Server.

SMTP Port: The sender’'s SMTP Port, usually is 25, some SMTP server have its own port such as 587.

Need Authentication: If there is SMTP user & password, please select authentication.

SMTP User: Input correct SMTP User here. Some SMTP User is the sender’s full email address, such as
test@qq.com, some are without suffix, only the username, such as test.

SMTP Password: Input correct SMTP password here.

NOTE: Please click Submit firstly before choosing Test.

You will see the test result after click Test.

' Devicefsarah) - Windows Internet Explorer

el 192.16... |w| | B ||+ || K| |8 2 |-
Fil=  Edit View Favorites Tools Help '@ ~
.r Favorites 35 fé ~ & | Free Hotmail & | -
& Devicelsarah) T B | p=n ~ Page -~ Safety - Tools - ﬂv ”

Test ... Succeed

Done @ Internek ¥q - T

Figure 9.1

If it prompts these following errors when you click Test. Please check whether the information you filled in are
incorrect. Make sure all of them are correct and try it again.

1) Can not connect to the server

2) Network Error. Please try later

3) Server Error

4) Incorrect user or password

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try

)
)
)
gain
)
)
)

Q

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server
7) The message is denied by the server. Maybe because of the anti-spam privacy of the server
8) The server does not support the authentication mode used by the device

Report Internet IP by Mail: If select it, you will receive emails which contain the camera’s internet IP. When
camera power on or Internet IP changed, it will send the internet IP by mail. (For example: IPCAM's URL is
http://121.213.109.69:1008).

3.15 FTP Service Settings

Set the FTP Service, you can upload images to your FTP server when motion detection triggered.
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FTP Server [182.188.1.50

FTP Port 21
FTP User IPCA
FTP Pazsword tenan |
FTP Upload Folder |
FTP Mode 'PORT |+
-}]east set at first, and then test
Upload Imags Now H_Fﬁd_r
Upload Interval (Seconds) _ﬂ_:jt_l___ |
<E[ Submit ]} [ Refresh ]
—
Please click Submit first before test
Figure 9.2

. FosevieSetmg

FTP Server ftp.ipvideo.com

FTP Port 21

FTP User test@ipvideo.com

FTP Password ITIIT) |

FTP Upload Folder / |

FTP Mode PASV v|

TEST—] Please set at first, and then test.
Upload Image Now
Upload Interval (Seconds) 20 |
[ Submit | [ Refresh |

Figure 9.3

FTP Server: If your FTP server is set up in LAN. You can set as Figure 9.3

If you have a FTP server can be accessed from internet. You can set as Figure 9.4

FTP Port: Usually the port is 21

FTP Upload Folder: Make sure that the folder you plan to store images exists. For camera couldn’t create the
folder itself. Also, the folder must be erasable.

FTP Mode: It supports standard (POST) mode and passive (PASV) mode

Upload Image Now: It will upload images when you selected it. Here Upload Interval refers to the time
between the current image and the next image.

NOTE: Here upload image now means it can upload images freely, no need alarm triggered.

Click Submit after these settings. Then click Test. You will see the following picture.

=~ Device(lPcah) - Windows Internet Explorer |‘_;|@|E|
PN [ T ——— C r ) T =
<12 8 nitoc /192,168,110 :l B3| || | o | | A Live Sesect | 1
Flle Edit View Favorites Tools Help [ x @&~

p Favorltes | 5is @8 Soooociod Sres @) FresHotmal @ Web Shee Galery =

- s f »
| € Device(PCAM) fir - B - [ m v Page~ Safety - Tools - g~
Test .. Succesd
Done &8 Treernat 5| Roow -
Figure 9.4
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If it prompts error information as follows.

1) Can not connect to the server. Please check FTP Server is correct or not.

2) Network Error. Please try later.

3) Server Error.

4) Incorrect user or password. Please check the username and password is correct or not.
5) Can not access the folder. Please be sure the folder exists and your account is authorized
6) Error in PASV mode. Please be sure the server support PASV mode

7) Error in PORT mode. PASV mode should be selected if the device is behind a NAT

8) Can not upload file. Please be sure your account is authorized

Please check if parameters you filled in are correct or not. The format of image is like 000DC5DO008FA (IPCAM)
_0.20101115152525_25.jpg

Please check if your FTP server supports this format of file name

3.16 Alarm Service Settings

Mail Service Settings Mo ek St 0
Ei o Seft Alarm Input Armed O

Ip Semvice Sethings

P : o Sound on Alarm
Alarm Service Seftings Record on Alarm
Path Settings | Submit | | Refresh |

>
Figure 9.5

Enter Alarm Service Settings page to configure Motion Detection function.

3.16.1 Motion Detect Armed

If enable Motion Detect Armed, it will record and make a sound of alarm when there is motion detection

triggered.

. AumSavieSetmgs
Motion Detect Armed ‘v —1.Enable it

Bietion Detect Sn iy 5 ™|—2.Choose the detect sensibility
Alarm Input Armed L]

10 Linkage on Alarm Ll

Send Mail on Alarm il

Upload Image on Alarm Ll

Scheduler ]

RS e 3 Enable it

Record on Alarm : i

[Submit] | [Refesn ] -+ 0ot to-finish

Figure 9.6
After enable motion detect armed, if there is motion triggered, the Alarm Status will turn to Motion Detect
Alarm. (Figure 9.7)
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Device ID 000DC3DO0SFA
Device Firmware Version 022220
Device Embeded Web UI Version 20.8.4.23
Alias Demo
Alarm Status Motion Detect Alarm
DDNS Status aipcam com Succesd http:/'e0254 aipcam com:8901
UPnP Status UPnP Succeed
Figure 9.7

3.16.2 Motion Detect Sensibility

You can choose level 1-10; level 10 means the most sensitive, 1 means the least of all.

Motion Detect Armed
Motion Detect Sensibility g lil
Alarm Tnput Armed }11 i
:;iﬁ; i, 3 £ 4 .s the-least sensititv*:e
10 is the most sensitive
Output Level 6 B
Send Mail on Alarm ;
Upload Image on Alarm g
Scheduler 5
Figure 9.8

3.16.3 Alarm Input Armed / 10 Linkage on Alarm

If you want to connect external alarm devices, when it's an alarm input device, choose Alarm Input Armed to
enable it, when it's an output device, choose 10 Linkage on Alarm to enable it.

Motion Detect Armed Enable it for motion detect
Motion Detect Sensibility %—Choose the motion detect sensibility
Alarm Input Armed Enable it for alarm input
Triger Level | ngh v |-Choc>se the triger level
10 Linkage on Alarm M I"Enable it for linkage on alarm
Output Level [LOW ¥FChoose the output level
Send Mai on Alarm |T_FEnable it
[Upload Image on Alarm | [TT] Send mail on Alarm
Scheduler 0o o Enable It N
Sound on Alarm
Record on Alarm

Submit | Refresh |

Figure 9.9
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There are two options for Trigger Level. (Figure 10.0)
High: When the external alarm device is close, then the alarm triggered.
Low: When the external alarm device is switching off, then the alarm triggered.

Alarm Input Armed 1

Triger Level | High v 2

10 Linkage on Alarm lLow |
Figure 10.0

There are two options for Output Level. (Figure 10.1)
High: Choose it, the 10 Pins work as a switch which is closed.
Low: Choose it, the IO Pins work as a switch which is switching off.

[1O Linkage on Alarm | [ 1—3

[Cutput Tevel | | Low ||

Send Mail on Alarm a 4
Figure 10.1

3.17 Send Mail on Alarm

Choose it, it will sent picture and mail inform to customer’s e-mail once alarmed. (Firstly you should finish the
Mail Service Settings. Figure 9.0)

NOTE: It usually will send 6 snapshots by one email to your mailbox for each alarm triggered. Each alarm will
last for 60 seconds.

Upload Image on Alarm

Enable Upload Image on Alarm to set upload images to FTP once alarmed.
Upload Interval: Set the upload interval (Seconds).

NOTE: The total alarm time is 60 seconds.

Upload Image on Alarm

Upload Interval (Seconds) 0

Figure 10.2
Scheduler

Here you can set the camera alarm during the time you set. Choose Scheduler and set the date & time range.
(Figure 10.3) From Monday to Sunday, and every day divide into 24 hours, each hour divide into 4 quarters.
Left click the frame of the time range, it will turn to blue color, means the time you choose armed.

Click it again, it will turn back to grey, means delete the scheduler.

NOTE: Make sure the date & time settings are correct firstly. (Figure 8.3)

ATTENTION: If you don’t choose Scheduler, the camera will alarm anytime when motion triggered.
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[Scheduler | | —Enable it to set Scheduler
Day| O |1 ]2 [3|4|5]6 |7 |89 [10]11]12]13][14]15]16][17]1819[20]21 [22[23
1] : . | .

Moa]| N N
Tue || [[]]
Wed| |
Tha | [ [1]]
Fa [ |][]]
Sat | []]

L HClick to lset sﬁh?ﬁ:lii_lér. R
........ S R et b e .. I: -

Figure 10.3

Sound on Alarm

When motion detection triggered, there will be beep sound during the alarm, you can control this sound here.
Enable it, there will be sound once alarmed.
Cancel it, there will be no sound once alarmed.

Record on Alarm
If you want the camera do recording for every alarm, choose Record on Alarm to enable it.
If you do not want the camera do recording once alarm triggered, cancel it here.

Sound on Alarm | |
Record on Alarm | I

Figure 10.4

Once alarm occurred, there will be some representation:
1. The corresponding status light turns Red and keeps blinking.

. - -

o . £

Figure 10.5

2. If you set Sound on Alarm, plug an earphone or a speaker to the computer you use, you can hear the beep
sound when alarmed. (Figure10.4)

3. If you set Record on Alarm, the camera will record automatically for approx one minute. You can find the
record file in the folder which you set. (Figure 10.4)

4. If you set Send Mail on Alarm, you will receive email alarm alert once motion triggered. (Figure 9.9)

5. You can also set Scheduler to enable the camera sends emails during a special time range you want.
(Figure 10.3)

6. If you set Upload Image on Alarm, it will upload images to the FTP Server you set already once alarmed.
(Figure 10.2)

NOTE: Each alarm only last for approx one minute, all these above functions for motion detection triggered
only.

REC Automatically and Save to PC

When you enable motion detect and open the camera monitoring page on the PC. If there is an alarm
triggered, REC will start automatically for several seconds and save to the PC.
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3.18 Path Settings

Mail Service Settings
Ftp Service Setlings

Alarm Service Settings

Figure 10.6

Here you can set record path and alarm record path for the camera.

Recore Pt

Alarm Record Path  |E\

Figure 10.7

Record Path: Here you can set the manually record path. Clic, then start manually record, the

record file will be saved to the specified path here set.
Alarm Record Path: Here you can set the alarm record path. When the motion triggered, and record enable, it
will start alarm record automatically, the record file will be saved to the specified path here set.

[Record Path | E\  Choose recdd path in your PC—] Browse...
[Atarm Record Pait] (Ehoose alarm recadrd path in your PG Browse...

Figure 10.8
NOTE: If you couldn’t set the path here in Windows 7 or Vista, please do it as below:
Windows7 or Vista’s security level is higher than Windows XP/2000, for “Path Settings”
1. User could add the Device IP address to the IE’s ‘Trusted sites’ firstly. The step is:
“IE browser—Tool—Internet Proper—Security—Trusted sites—Sites—Add”.
2. You can also run the IE as administrator, input the IP address of the camera manually. (Figure 10.9)

e — —

£ Login

& | Device(anonymous)
E | Device{anonymous)
£ Device(l220)

& | Device(anomyrnous)
£ Login

& Device(anonymous)

Tasks ! l'.'l-pl:nl
il!,:' Run az adminictrater

5 [ Unpin from Taskbar
2.Right r.:lllck :
[Iﬁ' Internet Explarer

@ Unpin this program from taskbar

Properties

Figure 10.9
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3.19 Server Push Mode (For Safari, FireFox, Google Browser)

Choose Server Push Mode, login the camera, you will see the main user interface as below:

> Multi-Device

> Met work

> Video

P system

> other

resolution 6407460 |
mode | S0HZ |
bright @R [7 | &
contrast M8 [4 | &
default all

Figure 11.0
NOTE: Server Push Mode does not support ActiveX.

Play, Stop, Record, Multi-device settings, Path settings functions are controlled by ActiveX, so if you use
Safari, Firefox, Google chrome browser, it is impossible to find these options.
The other functions are the same as ActiveX Mode (For IE Browser)
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3.20 Sign in mobile phone

If you are using a mobile phone, choose Sign in mobile phone, login the camera, you will see the main user
interface as below:

resolution| EEIREN] +
moder| 50 HZ & Clreversal [ miror
bright =0 o | o]

contrast =N . [P

Figure 11.1
NOTE: Mobile phone Mode doesn’t support ActiveX.

In mobile phone mode, it only supports some easy functions, such as Resolution, Mode, Bright, Contrast,
Snapshot, Reversal, Mirror functions
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4. APPENDIX

4.1 Frequently Asked Questions

Note: Any questions you would meet, please check Network connections firstly.
Check the working status revealed by the indicators on the network server, hub, exchange and network card. If
abnormal, check the network connections.

4.1.1 | have forgotten the administrator username and/or password.

To reset the administrator username and password, press and hold down the RESET BUTTON for 15 seconds.
Release the power button and the username and password will be reset back to the factory default
administrator username and password.

Default administrator username: admin

Default administrator password: No password

4.1.2 Subnet doesn’t match, dbclick to change

If IP Camera Tool shows error information “Subnet doesn’t match, dbclick to change!” Please choose Obtain
IP from DHCP server. (Figure 2.2)

If it still show this error after obtain IP from DHCP server. Please check local area connection of your computer,
change subnet, gateway of the camera. Keep them in the same subnet of your computer. (Figure 2.3)

4.1.3 IP Address configuration

Check whether IP address of the IP camera server shares the same subnet as your work station: Click My
Computer >Control Panel> Network & Dial-up Connections > LAN > Attributes >Internet Protocols
(TCP/IP), and check IP Address and Subnet Mask. Make sure they are in the same subnet when configuring
Camera’s IP address manually.

4.1.4 Can’t access IP camera in internet

There are some reasons:

1 ActiveX controller is not installed correctly (see more details: Figure2.9~Figure3.1).

2 The port which camera used is blocked by Firewall or Anti-virus software. Please change another port
number and try again. (Figure3.2)

3 Port forwarding is not successful (see more details: Figure7.5~Figure7.9)

Double check these settings and make sure they are correct.

4.1.5 IP Camera Tool could not find camera’s IP

Please check if the camera works well. Check if network cable is loose or not.

Make sure DHCP is enabled in your router, don’t enable MAC address filter.

Make sure that firewall or anti-virus software does not block the camera. You can add the camera as a trusted
site in your firewall or anti-virus software.
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4.1.6 UPnP always failed

UPNP only contains port forwarding in our recent software. Sometimes, it may be failed to do port forwarding
automatically because of firewall or anti-virus software. It also has much relation with router’s security settings.
So we recommend you do port forwarding manually. You can view your camera in internet successfully after
you do port forwarding manually in your router.

4.1.7 Couldn’t find the shortcut on desktop after install IP camera tool

If you use Windows7 or Vista, You could not find the shortcut on desktop after install the IP camera tool,
please check if the path of the tool port to is correct or not.

For example, as it was pointing to C:\Windows\System32\IPCamera.exe.

Please fix this by pointing the shortcut to the correct path C:\Windows\SysWOW&64\IPCamera.exe. After this
you could use the shortcut without any problems.

4.1.8 | can’t change the record path

When you use Windows7 or Vista, you may be not able to change the record path for the security settings of
computer.

1. Please add the camera as a trusted site to solve this issue.

The step is: “IE browser—Tool—Internet Proper—Security—Trusted sites—Sites—Add”.

2. You can also run the IE as administrator; input the IP address of the camera manually.

4.1.9 | can’t find multi-device settings and record icon

Record and multi-device function are controlled by activeX controller.
So if you use Safari, Firefox, Google chrome, it is impossible to use these functions.

4.1.10 Camera can not connect wireless

If your camera could not connect wireless after you set wireless settings and plug out the cable. Please check
whether your settings are correct or not. (Details: Wireless LAN settings)

Normally, camera can’t connect wireless mainly because of wrong settings.

Double check the SSID, Encryption share key, Channel, should be the same as your wireless router.

Share key should not contain special characters, only word and number will be better.

Don’t enable MAC address filter.

4.1.11 |1 can’t see other cameras which in multi-device when remote access

If you want to view all the cameras in WAN. Make sure that each camera you add in multi-device settings can
be login use DDNS name and port number. Use DDNS domain name to fill in the host checkbox, not camera’s
LAN IP. Double check your settings. (Details: Set Multi-Device for WAN)

4.1.12 Only see black screen or unreasonable code when remote login

If you could access the login page in remote place, it indicates that your DDNS settings are correct. You could
not see living video but only some undefined characters, it may be the internet speed problems, especially the
camera work on Wi-Fi.
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4.1.13 No pictures Problems with ActiveX Controller

If use IE browser to connect the camera for the 1 time, maybe there is no image displayed, and there will be a
clue to install the ActiveX. You can do some settings to enable the ActiveX. (Details: For IE Browser)

4.1.14 Problems with network bandwidth

The image frame rate is subjected to the following factors:

1. Network bandwidth

2. PC performance, network environment and display preference setting (brightness, theme, etc)
3. The number of visitors (Too many visitors will slow down the image frame rate)

4. Choice of switch or hub (Use a switch for multiple IP Camera Servers rather than a HUB)

4.1.15 How to register an account from DDNS web

You can enter http://www.dyndns.com/ and register an account, more details please check the Quick
Installation Guide

4.1.16 Why pop-up the prompt” Fail to connect to the device...”?

This prompt only appeared in the case of using multiple cameras.

When you set multiple cameras, the device status light change to yelIowﬁ, then please make sure the

camera connected and works correctly.

4.2 Default Parameters

Default network Parameters

IP address: dynamic obtain

Subnet mask: dynamic obtain

Gateway: dynamic obtain

DHCP: Disabled

DDNS: factory DDNS and third party DDNS
Username and password

Default administrator username: admin
Default administrator password: No password
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5. Specifications

Sensor 1/4” Color CMOS Sensor

Resolution 640 x 480 Pixels (300k Pixels)

IR Lens f: 6mm, F 2.0 (Model 3 / f=12mm)
Viewing Angle 60 Degree (f=12mm, 25 degree)

Minimum lllumination

Video Compression

0.5Lux @ F2.0

MJPEG

Video Frame Rate

15fps(VGA), 30fps(QVGA)

Resolution

640 x 480(VGA), 320 x 240(QVGA)

Flip Mirror Images

\Vertical / Horizontal

Light Frequency

50Hz, 60Hz or Outdoor

\Video Parameters

Brightness, Contrast

IAudio talk-back

System Interface

Built-in Mic

10Base-T/100Base-TX Ethernet Port

Supported Protocol

TCP/IP, DHCP, SMTP, HTTP, DDNS, UPNP, PPPoE, FTP, DNS, UDP, GPRS

Wireless LAN

Support wireless network (Wi-Fi/802.11/b/g)

WEP Encryption

Disable / 64 bit / 128 bit

WPA/WPA2 Encryption

Power Supply

TKIP / AES

5VDC/2A External Power Adapter

Power Consumption

5W (Max.)

Operate Temperature

-10°C ~55°C (14T ~131°T)

Operate Humidity

20%-85% non-condensing

Storage temperature

-10°C ~60°C  (14°F~140°F)

Storage Humidity

0%-90% non-condensing

CPU 2.0GHZ or above

Memory Size 256MB or above

Display Card 64M or above memory

Supported OS Microsoft Windows 98/ME/2000/XP/Vista/7

Browser IE6.0, IE7.0, IE8.0, Firefox, Safari, Google chrome etc
Certification CE, FCC, RoHS

\Warranty Limited 1-year warranty
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6. OBTAINING TECHNICAL SUPPORT

While we hope your experience with the IP CAMERA network camera is enjoyable and easy to use, you may
experience some issues or have some questions that this User’s Guide has not answered. Please contact
your reseller and ask for help firstly, if they could not resolve your issue, please contact our company.

This user manual is based on the latest version of our camera.
System Firmware: 17.25.2.30

If your cameras do not support some special functions showed in the manual, please contact our technical
support team to obtain the latest Firmware and WEB Ul file for doing upgrade.

NOTE: Some old version cameras can’t be upgraded to the latest version, that’s not only the software

difference, but also the hardware difference. If you can’t make sure of it, please contact with our technical
support team directly.
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